

	
3GPP TSG-SA3 Meeting #115	S3-240678
Athens, Greece, 26th February - 1st March 2024
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.501
	CR
	  1956
	rev
	-
	Current version:
	18.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Clarifications of privacy options for EAP-TLS

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	CryptoSP
	
	Date:
	2024-02-19

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-19

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Current description of privacy options in Annex B.2.1.2 is not fully correct. For EAP-TLS 1.3 it is not allowed to send plaintext SUPI (except in case of anonymous SUCI). 

	
	

	Summary of change:
	Removing one paragraph in B.2.1.2.1 and adding another in B.2.1.2.2 describing that for EAP-TLS 1.3 it is not allowed to send plaintext SUPI. 

	
	

	Consequences if not approved:
	Specification incorrect

	
	

	Clauses affected:
	Annex B.2.1.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


****** START OF CHANGES ****
[bookmark: _Toc153373759][bookmark: _Toc19634943][bookmark: _Toc26876011][bookmark: _Toc35528779][bookmark: _Toc35533540][bookmark: _Toc45028922][bookmark: _Toc45274587][bookmark: _Toc45275174][bookmark: _Toc51168432][bookmark: _Toc137559220]B.2.1.2	Privacy considerations  
[bookmark: _Toc153373760]B.2.1.2.1	EAP- TLS without subscription identifier privacy (EAP-TLS 1.2 only)
For EAP TLS 1.2, if the operator determines to not provide subscription identifier privacy for the UE in EAP-TLS layer (e.g., in EAP-TLS 1.2 without privacy option), the subscription identifier protection in NAS layer, i.e., in Step 1 of Figure B.2.1-1, becomes ineffective privacy-wise. Therefore, the operator may just choose that UE uses "null-scheme" for calculation of SUCI which is sent in NAS layer. However, the operator may anyway use other than null-schemes (e.g., one of ECIES schemes) for simplification of having single scheme for all UEs in NAS layer even though privacy is not enhanced in this particular case.
The operator could also determine not to provide subscription identifier privacy for the UE in NAS layer even though the TLS layer inherently provides subscription identifier privacy (e.g., in TLS 1.3). In such case, the operator may just choose that UE uses "null-scheme" for calculation of SUCI which is sent in NAS layer.
[bookmark: _Toc153373761]
B.2.1.2.2	EAP TLS with subscription identifier privacy
For EAP- TLS, if the operator determines to provide subscription identifier privacy for the UE in TLS layer, the the EAP- TLS server needs to support privacy either inherently (ase.g., in EAP-TLS 1.3) or via separate privacy option (e.g., as in EAP-TLS 1.2). If privacy is an option in EAP-TLS layer (i.e. EAP-TLS 1.2), then the operator needs to configure UE with the information that privacy-on-TLS layer is enabled. For EAP-TLS 1.3, privacy is mandatory and thus needs no configuration. Further, the following considerations need to be taken.
EAP-TLS 1.3 [76] always provide privacy and forbids the sending of username in cleartext in the identity response or any message used instead of the identity response. Hence EAP-TLS 1.3 forbids the use of "null-scheme" for SUPI privacy in NAS layer, unless an anonymous identifier is used (se below).
In Step 1 of Figure B.2.1-1 and Figure B.2.1-2, it is important that calculation of SUCI, which is sent in NAS layer, is done using schemes other than "null-scheme". Otherwise, the subscription identifier protection provided by EAP-TLS layer becomes ineffective privacy-wise. Nevertheless, the "“null-scheme"” could be used in NAS layer while still preserving subscription identifier privacy, by omitting the username part from NAI as described in RFC 4282 clause 2.3 [y]. It would be analogous to using anonymous identifier in EAP, meaning that only realm part from NAI is included in SUCI which is sent in NAS layer. Thus formed SUCI can still be used to route the authentication request to AUSF.
In Step 13 and 14 of Figure B.2.1-1, when EAP-TLS 1.2 is used, the UE would need to behave as described in "Section 2.1.4. Privacy" of RFC 5216 [38] where instead of sending the client certificate in cleartext over the air, the UE first sends TLS certificate (no cert) and only later sends TLS certificate after a TLS connection is setup.

****** END OF CHANGES ****
